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Abstract: with a brief conceptual examination on Cloud Computing, this paper includes the 

deployment models, data security analysis and future of this emerging technology. Since, 

with the ease of access, security implication on public clouds is a great challenge considering 

the types of cloud computing and the services delivery. 
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1 INTRODUCTION

Cloud computing is an appealing subject since its beginning. People, corporate group & 

public sectors are heading towards decreasing their operational & money related expenses of 

data centers support and usage of their IT assets in vital planning of activities & execution, to 

fasten application running for accessibility to front end client and IT assets conformity to 

eccentric and vacillation in stipulation of business. [1], [2], [3]. In this discernible actuality 

the data of the real and physical frameworks where the software is running remains 

completely nonfigurative & abstractive from the front end client. 

The general cases of the cloud computing today are SkyDrive & Drop Box, which are in 

extreme utilization to distribute data by the people and associations for delicate & 

confidential information distribution, however real deficiency without breaking a sweat of 

access is absence of security and access controls when clients share their private information 

through open or public clouds. Since the complex virtual machines can get to the data which 

is unreliably streaming, there's need of an impeccable security assembled marvel that can 

dispense with risk of misdirecting, misusing, information seizing and deceiving the private 

data. 

In this paper we have performed thorough investigation of information security, architectures 

and administrations model examination of distinctive cloud sending models. To achieve 

economies of scale & soundness, cloud computing primarily depends on offering of the assets 
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precisely like a system utility, and have the real five qualities, for example, (1) On interest 

organization toward oneself (2) Broad system get 

(5) Measured Service [4]. Other fundamental attributes of the Cloud are its extraordinary 

spryness and agility, application programming interface, cost diminishment, empowers the 

gadget & area autonomy, simplici

through profit by enhancing adaptability and dependability

2. CLOUD SECURITY, ARCHITECTURE 

2.1 Security 

Since cloud concentrates on centralization 

expanding the security resources usage however there is a consistent danger of loss of 

controls for classified data and confidential information as well as security needs for stored 

kernels [10]. 

2.2 Services Models & Architecture

Fundamental models of the service adopted by cloud computing service providers are: 

Unified Communications as a Service (UCaaS), Software as a Service (SaaS), Platform as a 

Service (PaaS), and Infrastructure as a Service (Iaas).

Fundamental segments of the cloud construction modeling are backend stages and front end 

stages. Back end stages are contained the servers and information stockpiling while front end 

stage typically involved thin client, fat client, zero client and portable per

Subcomponent includes the presence of intranet, web and intra cloud, so the cloud 

information stockpiling and collaboration gets to be conceivable through virtual interactive 

sessions and applications, for example, web programs and web browsers. 

structural engineering gives the cloud answer for diverse frameworks managing distinctive 

segments, for example, middleware and programming and software component, 

administration and services, cloud resources, and geo

 

 

 

 

 

 

 

Fig.1. shows the Cloud Computing Architecture
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                         Cloud Computing Concepts, Deployment, Data Security Analysis & Future                          266 

 

In UCaaS, the service supplier gives the multi-stage collaboration over a system. 

Administrations for distinctive gadgets, for example, versatile augmentation and feature 

conferencing brought together unified messaging & web convention telephony. The parts 

incorporates multi-model communications & call control, instant and unified messaging, 

individual aid and speech access, conferencing and joint effort tools, portability, BPI 

(Business Process  Integration) and programming to encourage BPI [11]. 

As indicated by IETF, suppliers of key model IaaS cloud offers machines and in the majority 

of the cases virtual machines, servers, load balancers, storage, VLANs, firewalls, software 

bundles and IP addresses [12].These extra resources or hypervisors might run the virtual 

machines as guests, for example, VMware ESX/ESXI, Xen and Oracle Virtual Box. In SaaS, 

programming applications by the SaaS’s merchant are rented by the contracted party on the 

premise of pay every utilization costing strategy and administrations are accessible via web 

browser application. Ease of access and software can be customized and tailored to the needs 

and paid for. 

Facilitating of SaaS suppliers can be through their own particular server farms or they can 

outsource it to different SaaS vendors. Consequently, the key empowering influence of SaaS 

is IaaS [13]. At this case, when the applications are accessed by means of web, the effort to 

establish safety is an indispensable need to secure the secret data of the users interacting. 

Different SaaS security models are connected by the application security authorities, for 

example, information insurance requirement through WS security, SSL usage and XML 

encryptions. Because of the non-accessibility of the common SaaS to the company’s internal 

services, databases, diverse application programming interfaces and integration protocols are 

offered, for example, JSON, REST, HTTP and SOAP. Signally arranged, centrally hosted 

applications, regression tested & vendor accessible easily expedite & designed, user behavior 

monitoring & control and enhancement are the accelerated delivery features of SaaS 

applications. 

PaaS, providers encourages the end users essentially developers with computing platform so 

as to adapt to multifaceted nature of managing and purchasing of the operating system and 

programming dialect with other processing devices, for example, databases, execution 

runtime, web servers, and additional hardware or programming layers. 

In PaaS, for example, Google App Engine and Windows Azure , frameworks or systems and 

storage are customized consequently to meet the application run time prerequisites with the 

goal that the front end client don't have need to perform it physically. 
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To encourage constant in cloud environment, PaaS has likewise been proposed

structural modeling [14]. Since, the utilization of virtual machines utilized as a part of 

distributed computing precisely like an impe

the malevolent or malicious assault at PaaS layer ought to be secured through the requirement 

of exact validation check over the whole network system, particularly when the information 

is being exchanged, in this way the application integrity is likewise a thumping point to be 

dealt with while arranging the efforts to establish safety of cloud computing frameworks.

2.3 Analysis of Cloud Deployment Models:

S. Dhawan, 2014 urges that with progression in compu

& privacy arrangements, laws and principles are a subject to be as often as possi

consistently overhauled [15]. For the examination and implementation of security suggestions 

it is critical to have sufficient 

which sort of cloud is to be executed for which sort of association. Operation models of the 

clouds are largely public, private & hybrid.

An open or public cloud empowers the clients with ava

web programs. Interest for cloud augmentation is catered through an adaptable pay

model. IT cost to an operational level can be analyzed and compared by the cloud customers 

by means of diminishing its capita

Public clouds are less secure mostly because of element of managing other information & 

applications running and don't subject to any security weakness. Security concerns are 

ubiquitous while managing public clouds 

(SLAs). Whether the security controls are placed in the spot, it can be guaranteed by the key 

administration of SLAs. For the implementation of cloud check and validation over their 
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frameworks both vendor and customer commonly go ahead the same page of agreement and 

offer a joint obligation, in order to deal with cloud security they can further isolate the 

individual role for each party. 

Private clouds are managed on association's internal adjusted enterpris

alongside ease of access, control over organization it can be solely adjusted to administrative, 

consistence and security necessities. Virtual applications and offer of pool resources are given 

by the dealer of private clouds to be utilized 

organization like an intranet in this way cloud resources and applications are managed there. 

Private clouds are a great deal more secure then open clouds mostly because of the confined 

access and private particular 

and authorized stakeholders to maintain the security of confidential data.

In hybrid cloud computing environment some well defined resources are provided by the 

services providers externally whi

organization itself. Thus hybrid model is a mixture of private and public cloud models with 

open architecture which enables the interface with a system management. Therefore, a 

holistically assessed security 

help in adopting the suitable cloud model along with an advantage of scalability and cutting 

edge cost-effectiveness through this technology. Enterprise’s architectural settings and 

information security are the key points to be considered while adopting any cloud 

deployment model. 

 

 

 

  

 

 

 

 

Fig.3. Public Cloud Services Forecast (Gartner) 2012.

 

Now the question arises, when we analyze the data storage on public clouds, it is a greatest 

concern of the corporate and individuals looking to transform their business through IT 

solutions and cloud computing convergence mainly for cutting the costs of maintenance 
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related to IT infrastructures. Major concern for the organizations adopting the cloud 

computing is to secure the sending and receiving of their confidential information. We must 

assume that as with data traffic through Wide Area Network (WAN), can be modified & 

intercepted. Therefore it is a matter of fact that data stored off the premises and traffic to 

cloud services providers must be encrypted. And data protecting mechanism must be ensured 

not only to protect the passwords and IDs but the other data which may be coming along 

while users are interacting through Clouds. 

2.4 Key Security Mechanisms 

First key mechanism is identification & authentication process, which targets to verify & 

validate the cloud users by their user names and passwords according to their cloud profiles. 

Users of cloud must be given permissions and supplementary access priorities. In private 

clouds mainly system administrators maintain the authorization in private cloud and helps 

sustaining the referential integrity, controls and privileges. Robust implementation of security 

protocols to enhance the user’s confidentiality also plays major role to maintain the 

organizational data security across the multiple distributed databases. Different layers of 

cloud application may need enforcement of different security protocols. 

Within the cloud domain application of due diligence process requires the integrity. 

Therefore, a robust implementation of ACID (atomicity, consistency, isolation and durability) 

for cloud data must be ensured. Additionally, the appliance of non-repudiation can be adopted 

in cloud computing with conventional e-commerce security protocols and provisioning of 

token can be adopted such as obtaining the signatures and time stamps. Availability of 

information security is most crucial in cloud computing when deciding a deployment model 

or choosing among the public, hybrid or private clouds. The SLAs are the most decisive & 

vital documentation that must be available to segregate the level of resources and services 

between client and cloud services provider. 

Another security mechanism is adoption of Third Party Auditor (TPA), which can enable the 

Cloud Services Provider (CSP) with information to improve their p services platforms and 

Cloud User (CU) to evaluate the risk embedded with subscription of their cloud data [17].  

With the popularity of this technological emergence, business and corporate people are 

striving hard to transform their IT infrastructure smoothly to cloud technology. Whereas to 

control the CU and sustain an effective technological business policy, it urges for the security 

concerns of cloud computing. Total security of information on the clouds is a serious concern 

of buyers for this technology, such as security models adopted by the cloud users. S. Dhawan 
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emphasized that technological advancement needs the organizations to ensure the security of 

their information & data through implementation of industry wide security standards, yet the 

standards are also subject to be upgraded accordingly [15]. Therefore, security algorithms, 

adoption of TPA [17] and other security mechanisms are subject to be on a continuous 

improvement to achieve the public cloud user’s information security at receiving and sending 

ends. 

4  RELATED WORK 

F. Gens shows with a survey results new IDC IT cloud services and explained the top benefits 

and challenges cloud services may encounter with. Associated challenges and different 

security issues were presented in the survey details, such as costing model, security, charging 

model, SLA’s, migration and issue of interoperability for cloud [18]. Cloud security is 

evolving and emerging end of computer’s network and information security. Associated 

infrastructure is referred to secure via internal and external controls, technologies and set of 

well defined adopted policies. Cloud security controls mainly deterrent, prevention, detection 

and corrective controls must be put in the place to defend against unseen system weakness 

and security threats especially for the public clouds users [19]. 

Morsy et al, 2010 discussed the cloud computing and related issues regarding cloud services 

models, stakeholders, offered characteristics and cloud architecture [20]. 

Gartner identified and presented the seven main ends such as confidential user access, 

authoritarian compliance, data locality, data isolation, revival, exploratory support and long 

term practicality [21]. On the other hand the Cloud Computing Use Case Discussion Group 

focuses on scenarios and related requirements such as security engineers, developers and 

customers, for different Use Case in the cloud model [22]. Balachandra et al, 2009 focused on 

the security SLA’s objectives and specifications regarding data recovery, segregation and data 

locations [23]. Kresimir et al, 2010 elaborated the top level security concerns in the Cloud, 

like sensitive information privacy in payment and integrity of data [24]. Cloud Security 

Alliance (CSA) classified the cloud security concern areas into fourteen. The recent survey of 

CSA & IEEE urges that wide scale and accelerated adoption of Cloud Computing is hindered 

by the lack of security & response of regulatory & authoritarian drivers [25].   

5 CONCLUSION 

The paper emphasis on the cloud computing concepts, deployment models, data security 

analysis & future of this technology and urges the need of development for new security 

mechanisms and Cloud user’s data privacy laws, as the additional data security concerns will 
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be required especially around the data jurisdiction because the tenant data or customer may 

not only stay alongside the same system, data center or same cloud service provider. It 

suggests the implementation of well-built encryption implementation on the sending & 

receiving ends in order to secure the data transmission on Cloud. It is also concluded that 

once the security & regulatory concerns are met, a smooth, wide scale and enterprise level 

transition to a secure, cost-effectively viable cloud system will be possible in near future. 
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